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✶✶ Place each assumption in one of three categories:

–	 Basically solid.
–	 Correct with some caveats.
–	 Unsupported or questionable—the “key uncertainties.”

✶✶ �Refine the list, deleting those assumptions that do not hold up to scrutiny 
and adding new ones that emerge from the discussion. Above all, 
emphasize those assumptions that would, if wrong, lead to changing the 
analytic conclusions.

✶✶ �Consider whether key uncertainties should be converted into intelligence 
collection requirements or research topics.

When concluding the analysis, remember that the probability of your analytic 
conclusion being accurate cannot be greater than the weakest link in your chain 
of reasoning. Review your assumptions, review the quality of evidence and 
reliability of sources, and consider the overall difficulty and complexity of the 
issue. Then make a rough estimate of the probability that your analytic conclusion 
will turn out to be wrong. Use this number to calculate the rough probability of 
your conclusion turning out to be accurate. For example, a three in four chance 
(75 percent) of being right equates to a one in four chance (25 percent) of being 
wrong. This focus on how and why we might be wrong is needed to offset the 
natural human tendency toward reluctance to admit we might be wrong.

Figure 8.1 shows apparently flawed assumptions made in the Wen Ho Lee 
espionage case during the 1990s and what further investigation showed about 
these assumptions. A Key Assumptions Check could have identified weaknesses in 
the case against Lee much earlier.

▸▸ Relationship to Other Techniques
The Key Assumptions Check is frequently paired with other techniques because 
assumptions play an important role in all structured analytic efforts, and it is 
important to get them right. For example, when an assumption is critical to an 
analysis, and questions remain about the validity of that assumption, it may be 
desirable to follow the Key Assumptions Check with a What If? Analysis. Imagine a 
future (or a present) in which the assumption is wrong. What could have happened 
to make it wrong, how could that have happened, and what are the consequences?

There is a particularly noteworthy interaction between Key Assumptions 
Check and Analysis of Competing Hypotheses (ACH). Key assumptions need to be 
included as “evidence” in an ACH matrix to ensure that the matrix is an accurate 
reflection of the analyst’s thinking. And analysts frequently identify assumptions 

U.S. scientists in the 1990s observed that China had made rapid advances in nuclear 
warhead miniaturization and that the new design closely resembled a U.S. design. The 
discovery occurred at a time when the United States sought to expand relations with 
China, and Chinese espionage against U.S. technology targets—especially nuclear 
weapons data at national laboratories—was receiving widespread publicity in the media. 
Department of Energy investigators opened an inquiry that focused on individuals who held 
special top secret clearances for work on nuclear data in the national labs, who dealt with 
visiting delegations from China, and who had traveled to China between 1984 and 1988. 
Investigators quickly narrowed their focus to Wen Ho Lee, a Taiwanese-American nuclear 
weapons specialist at Los Alamos National Laboratory in New Mexico. These and several 
other assumptions led investigators to seek Lee’s indictment on fifty-nine counts of illegally 
removing highly classified information from Los Alamos. He ultimately pled guilty to only 
one count of mishandling a controlled document, was sentenced to time served, and was 
released in September 2000.

Assessment
Solid. In the post–Cold War environment, the 
United States was emphasizing the value of 
developing strategic partnerships with former 
adversaries.
 
Solid. The Chinese have developed an extensive 
network of scientific colleagues and informants 
to gather data both openly and covertly.
 
Caveated. Taiwan and China are rivals, and 
which country to spy for would be influenced by 
where one’s close relatives resided and by past 
loyalties.
 
Caveated. The information was not classified 
information. It was protected as restricted data.
 
Unsupported. Lee did not have access to the 
actual information allegedly passed. In fact, 
the information included revisions made to the 
design after he lost access to it.
 
Unsupported. Almost all of the information was 
in the public domain.

 
Unsupported. The information could also have 
been obtained from other labs. It also could have 
come from 36 other Chinese employees working 
at the labs or from Russian scientists.

Assumption
China is developing good access to U.S. 
scientists.
 

 
China has an aggressive program to collect 
information and intelligence from U.S. scientists. 
 
 
A Taiwanese American would spy for China.
 

 
Lee passed secret information.
 
 
Wen Ho Lee is the spy.

 
China could have made rapid advances only with 
the help of stolen secrets; the Chinese could 
not have pieced together information from open 
sources or through sanctioned scientific contacts.
 
The stolen data was unique to Los Alamos; 
individuals at other locations were unlikely to 
have provided the information.
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